Risk Assessment Standards

Cybersecurity Standard Selection

Select a standard from the list below to define the questions you will answer during the assessment. Standards in bold text are recommended based on

your demographic information.
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[ Catalog of Recommendations Rev 7

[ CFATS Risk-Based Performance Standards Guide 8-Cyber Tier to SAL
[J CNSSI No. 1253 Baseline V2 March 27, 2014

[ Control Correlation Identifier Specification V2 release 0.1

[ Critical Security Controls Version 6

[ Cybersecurity Capability Maturity Model (C2M2) MIL to SAL

[0 DoD Instruction 8500.2

O DoD Instruction 8510.01

[ Health Insurance Portability and Accountability Act Security Rule
[CJINGAA Control Systems Cyber Security Guidelines for the Natural Gas Pipeline Industry
[ NEI 08-09 Cyber Security Plan for Nuclear Power Reactors

[0 NERC CIP-002 through CIP-009 Rev 3

[0 NERC CIP-002 through CIP-009 Rev 4

[ NERC CIP-002 through CIP-011 Rev 5

[J NIST SP800-161 Supply Chain Risk Management

[ NIST Special Publication 800-171

[ NIST Special Publication 800-53 Rev 3

[ NIST Special Publication 800-53 Rev 3 App |

[J NIST Special Publication 800-53 Rev 4
[ NIST Special Publication 800-53 Rev 4 App J
[ NIST Special Publication 800-82
I NIST Special Publication 800-82 Rev 1
[ NIST Special Publication 800-82 Rev 2
[ NISTIR 7628 Guidelines for Smart Grid Cyber Security: Vol. 1
[ NISTIR 7628 Guidelines for Smart Grid Cyber Security: Vol. 1 Rev 1
[0 NRC Regulatory Guide 5.71
I TSA Pipeline Security Guidelines April 2011
] Ke "
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In addition to the above standards is the “NIST Cybersecurity Critical Infrastructure Framework” that

may be selected in place of the above standards.




